Algérienne Démocratique et Populaire
Ministere de 1’Enseignement Supérieur Et de La Recherche Scientifique

Université de Ghardaia

7N

Faculté des Sciences et Technologies Jochaiots
Département de Automatique et électromécanique

L'incubateur d'entreprises de 1'Université de Ghardaia

Mémoire présenté en vue de I'obtention du diplome de

MASTER

Domaine : Sciences et Technologies
Filiere : Automatique
Spécialité : automatique et systéme

Mémoire de fin d’études pour I’obtention du diplome de Master
en Automatique et Systemes, dans le cadre de l'arrété¢ ministériel
1275 — Diplome de fin d’études — Startup / Brevet d’invention

Théme

Intelligent System for Access Control and Management in the

Laboratories of the Faculty of Science and Technology

Soutenu publiquement le : 25/06/2025

Par : ABISMAIL MOHAMMED
BOUROUROU OMAR

Devant : MOSBAH CHARAF ABDELKARIM

Année universitaire 2024/2025




Algérienne Démocratique et Populaire
Ministere de 1’Enseignement Supérieur Et de La Recherche Scientifique

T Université de Ghardaia

Faculté des Sciences et Technologies 4‘:
4

Département de Automatique et électromécanique

Mémoire présenté en vue de I'obtention du diplome de

MASTER

Domaine : Sciences et Technologies
Filiere : Automatique
Spécialité : automatique et systéme

Par : ABISMAIL MOHAMMED
BOUROUROU OMAR

Théme

Intelligent System for Access Control and Management in the

Laboratories of the Faculty of Science and Technology

Soutenu publiquement le : 25/06/2025

Devant le jury :

AISSA REBAI MAB Univ. Ghardaia Président
RAFIK EULDJI MAB Univ. Ghardaia Examinateur

Representative of the

ABDELMADJID TIMMAOUI PR Examinateur

Incubator

Representative of the

SALAH BOUHOUN URAER Examinateur

Economic Partner

MOSBAH CHARAF ABDELKARIM MCB Univ. Ghardaia Supervisor
BEKKAR BELGACEM MCA Univ. Ghardaia Co-supervisor




Contents

|Acknowledgmenﬂ v
vi
IList of Figures{ vi
viii
beneral Introductiod 2
|1 Access Control Systems (ACSi 4
Il.l introductiod ........................................... 4
|1.1.1 Definition and Concepd ................................ 4
1.2 Evolution in Historyl ...................................... )
1.3 General Purposes of Access Control Systemsj ......................... 6
1.3.1 Security & Defensd ................................... 7
1.3.2 Organization & Productivityl ............................. 7
1.3.3  Auditing & Accountabilityl ............................... 8
1.3.4 Integration & Scalabilityl ................................ 8

|1.4 The Importance of Access Management in Sensitive Environments (Laboratories as al
Model) . . o v o, 8
1.4.1 Protecting Valuable Resources and Assetsl ...................... 9
1.4.2 Ensuring Occupational Safetyl ............................. 9
1.4.3 Protecting Intellectual Property and Data Conﬁdentialit;* ............. 10
1.4.4 Effective Organization and Event Trackinpl ..................... 10
1.4.5 Challenges and Unique Requirements for Laboratoriesi ............... 10
|1.5 Modern Technologies in Smart Access Management Systemsl ................ 11
1.5.1 The Concept of a ”"Smart System’i .......................... 11
1.5.2 The Role of Central Web Servers . . . . . . oo oo oo 12
1.5.3 Web Applicationsl .................................... 12
1.5.4 Internet of Things (IoT) in Access Managemenﬂ ................... 12
1.5.5 Biometric Authentication Technologiesi ........................ 13
1.5.6 Additional Verification Methodsl ........................... 13
|ﬂ .6 Conclusioﬂ ........................................... 14
|2 Project Motivation and Problem Statemenﬂ 15
D1 IntrodUCtion . . . o o o o e e 15

2.2 Current Situation Analysis in the College of Science and Technology, Challenges and
OStEY . . . e e e e e e 16

iii



2.2.1 Human Resource Allocation for Access Control and Securityl ...........
.2.2  Financial Analysis of Current Costsi .........................
2.2.3  Administrative and Operational Challengesl .....................
I2.3 Problem Statemend .......................................
|2.3.1 Reasons for Selecting the Solutiod ..........................
|2.4 Orientation Toward the Proposed Solutiod ..........................
2.4.1 Centralized Management and Real-Time Operationsl ................
D.4.2 Automated Monitoring and Intelligent Analyticsl ..................
2.4.3  Scalability and Future—ProoﬁngI ............................
2.4.4 Implementation Strategy and Change Managementl .................

Ig.5 Conclusioﬂ ...........................................

Hardware Design for Secure Access Controi
3.1 Introductiod ...........................................
3.2  System Componentsl ......................................
3.2.1 ESP32 Development Board . . . . . ... ... ... ... ... ... ......
3.2.2  Fingerprint Reader Moduld . . . . . . . . . .. .. ... ... . .
3.2.3 Understanding and Operation of a 3x4 Matrix Keypad ...............
3.2.4 Relay Moduld . . . . . . . . . ..
B.2.5  BUZZEL .« o o o
3.2.6 Power Supply Desigd ..................................
b.3 System Schematid .......................................
B.B.l Circuit Schematic and Component Analysisl .....................
3.4 Dual Authentication System Codel ..............................
3.5 Conclusioﬂ ...........................................
Software Design for Secure Access Controi
1.1 Introductiod ...........................................
1.2  Programming the ESP32 Unid .................................
kLQ.l Operating Mechanisrrj .................................
h.3 Back-end Systexd ........................................
1.3.1  Flask Frameworkl ....................................
1.3.2  User Management and Authentication (Flask—Logini ................
1.3.3  Database (SQLAIChemyi ...............................
h.4 Frontend (User Interface* ...................................
1.4.1  Administrative Dashboard (index23. html)i .....................
1.4.2 Login Page (login.htmlﬂ ...............................
1.4.3 Flash Messages (index23. cssj ............................

|4.5 Conclusioﬂ ...........................................

kleneral Conclusiod

iv

23
23
23
24
26
28
33
36
38
39
41
42
43

44
44
45
48
49
49
49
50
51
o1
93
54
55

56

58



Acknowledgment

First and foremost, we express our profound gratitude to Allah, the Most Merciful, for granting us
the strength, patience, and determination to accomplish this humble work. We would like to extend our
sincere thanks to our supervisor, Dr. Mosbah Charaf Abdelkarim, for his trust, continuous support,
and insightful guidance, which were essential to the success of this project. We are also especially
grateful to our co-supervisor, Dr. Belgacem BEKKAR, for his valuable guidance, availability, and

constructive feedback.

We are deeply thankful to the members of the review committee for their interest and for enriching
our work with their valuable suggestions. Moreover, we thank all the professors who have guided us

throughout our academic journey, sharing their knowledge and supporting us along the way.

Finally, we acknowledge all those who, directly or indirectly, played a part in the completion of this

work.



OL Slad gy 2l il wan o 3310y Sl U] dpod) G oY) Sl JolSzay &5 pllss s J) ool ln Ok,
ey (bo ) Slem SI565 SPY Y J2e) 2SN sl Kol Sl a0 Jo LB I ¢ il o alsl & 5.l
As) ets Lt OLT 3om e i) e ey e 312V Sy3 Y

il oL
(WAl Jomd r\b.. PR U J C;w i cc,ay\ T (1] 5,5) ¢ ;\.,Z‘Y\ Sl (g L} ‘5.1\\ ;;:\\ (Lk..
Do) o5 cNidedl 32 5 By et Ol

Abstract:

This project presents the design and implementation of an intelligent and integrated system for secure laboratory access
control and remote monitoring. It addresses the challenges of security and efficiency found in traditional access methods
by providing a practical solution that combines smart physical control devices—such as ESP32 microcontrollers and
fingerprint readers—with a centralized web application for management and supervision. The system offers a flexible
authentication mechanism, accurately logs all access attempts, and enables administrators to manage permissions and
monitor activities remotely. By doing so, it significantly enhances laboratory security and simplifies overall facility

management.

Keywords:
Intelligent Access Control System, Internet of Things (IoT), ESP32, Flask, Laboratory Management, Fingerprint,
Digital Keypad, Remote Monitoring, Login System, Laboratory Security, SQLAlchemy, RESTful API, Tailwind CSS,

Access Tracking.

Résumeé:

Ce projet présente la conception et la mise en ceuvre d’un systéme intelligent et intégré pour le contrdle d’acces
sécurisé aux laboratoires ainsi que la surveillance a distance. Il répond aux défis de sécurité et d’efficacité posés par les
méthodes d’acceés traditionnelles en proposant une solution pratique qui combine des dispositifs de contréle physiques
intelligents — tels que les microcontréleurs ESP32 et les lecteurs d’empreintes digitales — avec une application web
centralisée pour la gestion et la supervision. Le systéme offre un mécanisme d’authentification flexible, enregistre avec
précision toutes les tentatives d’acces, et permet aux administrateurs de gérer les autorisations et de surveiller les activ-

ités a distance. Il contribue ainsi & renforcer la sécurité des laboratoires tout en facilitant leur gestion.
Mots-clés: Systeme intelligent de controle d’acces, Internet des objets (IoT) , ESP32, Flask, Gestion de laboratoire,

Empreinte digitale, Clavier numérique, Surveillance & distance, Systéme de connexion, Sécurité des laboratoires, SQLAlchemy,

API RESTful, Tailwind CSS, Suivi d’acces.
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General Introduction

Laboratories in academic institutions, particularly those within the Faculty of Science and Technol-
ogy, often contain sensitive equipment, hazardous materials, and confidential data. Ensuring secure,
reliable, and efficient access to these facilities is therefore of paramount importance. Traditional ac-
cess control systems (ACS), such as mechanical locks or standalone digital keypads, present numerous

limitations in terms of flexibility, scalability, auditability, and centralized management.

In recent years, advances in embedded systems and web technologies have opened the door for the
development of intelligent, integrated access solutions. These systems leverage the Internet of Things
(IoT), biometric authentication, and real-time data communication to provide enhanced functionality,

user experience, and administrative control.

This work aims to design and implement an intelligent system for access control and management
in the laboratories of the Faculty of Science and Technology. The system integrates smart hardware
components, including microcontrollers (ESP32), fingerprint sensors, and digital keypads, with a cen-
tralized web-based application built using Flask and modern web technologies. The solution provides
multi-factor authentication, secure access logging, and remote monitoring capabilities to meet the
security and usability demands of a modern laboratory environment.

The thesis is organized into four main chapters:

o Chapter 1: Access Control Systems (ACS)
This chapter presents an overview of traditional and modern access control systems, their com-
ponents, technologies, and limitations, as well as the evolution towards intelligent and networked

solutions.

e Chapter 2: Project Motivation and Problem Statement
This chapter outlines the practical motivations that led to this work, highlights the shortcomings

of existing systems, and defines the core problem addressed by the proposed solution.

¢ Chapter 3: Hardware Design for Secure Access Control
This chapter details the architecture and implementation of the physical hardware components,
including sensors, controllers, actuators, and their integration to form the embedded layer of the

system.

e Chapter 4: Software Design for Secure Access Control
This chapter focuses on the development of the system’s software infrastructure, covering both
the embedded firmware and the backend/frontend components of the web application for real-

time management and monitoring.

By combining robust hardware with an intuitive software interface, this project contributes to the

development of modern, intelligent access systems tailored for academic laboratory environments. The



proposed system not only enhances security but also simplifies administrative tasks through real-time

data access, remote control, and detailed activity logging.



Chapter 1

Access Control Systems (ACS)

1.1 introduction

Access Control Systems (ACS) represent a fundamental cornerstone in modern security paradigms,
serving as critical mechanisms for safeguarding assets, information, and personnel across a diverse spec-
trum of environments [l]. More than mere gatekeepers, these sophisticated systems constitute com-
prehensive frameworks comprising interconnected hardware and software components, meticulously
engineered to regulate and monitor the flow of individuals and resources within defined perimeters [2].
Their primary objective is to enforce security policies by precisely determining who is authorized to
enter a given physical or logical space, under what conditions (e.g., specific times or dates), and to

what extent they can interact with or utilize the resources therein.

The scope of ACS extends far beyond simple door-locking mechanisms. They are intricate ecosys-
tems designed to manage and enforce access permissions, ensuring that only authenticated and autho-
rized entities can gain entry or perform specific actions. This encompasses both physical security—
controlling access to buildings, rooms, or restricted areas—and logical security—governing access to
computer systems, networks, and sensitive data. In essence, ACS are indispensable tools for main-
taining order, preventing unauthorized intrusion, ensuring regulatory compliance, and providing ac-
countability within any controlled environment. Their evolution, driven by advancements in digital
technologies and biometrics, continues to enhance their precision, reliability, and adaptability to com-

plex security demands.

1.1.1 Definition and Concept

Access Control Systems (ACS) are security solutions designed to enforce predefined policies that reg-
ulate access rights to physical and logical assets. Broadly defined, they are integrated systems that
control access to resources—whether physical spaces such as doors, rooms, buildings, and restricted
zones, or logical assets such as data, networks, and computer systems—based on a set of rules estab-
lished in advance. The core objective of these systems is to manage access along three fundamental

axes:
o Identity (Who): Verification of the subject or entity attempting to access.
o Time (When): Defining permitted access times (e.g., office hours, holidays).

o Location/Authority (Where/What): Establishing the areas that are available or the pro-

cesses that can be performed.



These systems rely on authentication to authenticate the user’s identity and authorization to grant

the correct permissions.

1.2 Evolution in History

Access control systems developed tremendously over the decades , adapting to developments
in technology and expanding security needs [E] :

o
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Figure 1.1: Evolution Access Control

e« Mechanical Conventional Keys: The very first access control technique, where access depends
on the possession of a physical key that can be inserted into the lock . Although
straightforward, they are hounded by significant flaws such as ease of replication, difficult tracking

of utilization, and security compromise when a key is misplaced.

Figure 1.2: Mecanic Key

e Magnetic Stripe Cards: These cards were appearing in the middle of the 20th century with
a magnetic stripe holding identification data. The card is swiped by a reader to unlock a door
. They were a step forward qualitatively in terms of ease of management but could be
damaged and erased.



Magnetic Stripe Card Reader Proximity Readers

Figure 1.3: Magnitic Card

o Smart Cards & NFC/RFID: Around the end of the 20th century and beginning of the
third millennium, Smart Cards began to be available in the marketplace with an electronic chip,
subsequently followed by Near Field Communication (NFC) and Radio-Frequency Identification
(RFID) technologies . These technologies offer higher security, faster processing, and
increased data storage capacity and do not require direct contact with the reader.

Figure 1.4: Smart Cards

« Biometric Systems: Are a qualitative leap in security because they rely on personal biological
characteristics of an individual (fingerprints, iris scans, facial recognition, voice prints) .
Biometric systems reduce greatly the risk of impersonation and provide a high level of accuracy.

e« Network & Cloud-Based Access Control: Over time, access control systems have evolved
to become network-enabled (IP-Based), which allows for centralized control, remote monitoring,
and integration with other security systems . Cloud-Based ACS solutions are also
there with more flexibility, lower maintenance costs, and accessibility from anywhere using the
internet.

1.3 General Purposes of Access Control Systems

Access control systems play a significant role in the majority of environments for the achievement of
strategic and continuous goals:
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Figure 1.5: Biometric System

NETWORK & CLOUD-BASED
ACCESS CONTROL

NETWORK- ..' '..
ENABLED & e O
REMOTE
BRIDMG MONITORING

Figure 1.6: Cloud Access

1.3.1 Security & Defense

Access control systems play a pivotal role in strengthening the overall security posture of an organi-
zation or facility [H] They serve not only to manage entry but also to enforce protective boundaries

that shield people, assets, and information from internal and external threats.

o Asset Protection: Preventing unwanted access to physical assets (e.g., equipment, inventory)

and data (confidential information).

e Personnel Safety: Stopping only approved individuals from entering certain areas, reducing

security risk and safety occurrences.

¢ Reduction of Crime: Reducing opportunities for theft, vandalism, and sabotage.

1.3.2 Organization & Productivity

Beyond its security function, an access control system significantly contributes to the operational
efficiency of an organization [E] By automating and streamlining access processes, it enhances work-
flow, reduces administrative burden, and minimizes the risk of mismanagement in large and complex

environments.

e Improved Workflow: Simplifying entry and exit mobility in large firms, reducing jams and

confusion.



e Centralized Control: Allowing permissions to access for a large number of people and locations

from a central point.

e Reduced Human Error: Automating the process of granting and denying access into one,

reducing reliance on human intervention.

1.3.3 Auditing & Accountability

Access control systems not only regulate entry but also provide crucial support for auditing and
traceability within organizations. By systematically recording access events, they enable administrators

to reconstruct incidents, ensure policy compliance, and maintain organizational transparency.

e Event Log: Maintaining accurate and detailed records of every entry attempt (successful or

failed), in terms of time, date, and identity of individual.
o Investigations: Enabling security investigations by the capacity to display who entered when
and where, aiding in identifying responsibility.

e Regulatory Compliance: Helping businesses meet regulatory requirements and industry stan-

dards calling for accurate access logs.

1.3.4 Integration & Scalability

Modern access control systems are designed to operate not as isolated tools but as part of a broader
ecosystem of security and management technologies. Their ability to integrate seamlessly with other

systems and adapt to organizational growth ensures long-term usability and efficiency.

e Integration with Other Systems: The capacity to connect with other security systems such
as Closed-Circuit Television (CCTV), fire alarm systems, and Building Management Systems
(BMS) in order to offer a comprehensive and interactive security setting.

« Ease of Expansion: The ability to readily add new access points and users as the company

grows.

Briefly, access control systems have become part of the modern security infrastructure, providing

a vital layer of defense and helping organizations achieve higher levels of efficiency and accountability.

Checks Permissions

Presents CredentialsSends Data Controller Logs Access

Approves/Denies

Unlock Signal

Figure 1.7: Components access control

1.4 The Importance of Access Management in Sensitive En-

vironments (Laboratories as a Model)

Access management systems gain paramount importance in laboratories due to their sensitive nature,
which demands high levels of security and control. This distinction stems from several fundamental

aspects like show in the figure:
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Figure 1.8: Risks Loborator

1.4.1 Protecting Valuable Resources and Assets

Laboratories serve as repositories for expensive scientific equipment (e.g., mass spectrometers, electron
microscopes, chromatography systems), rare and hazardous chemical and biological materials, and

invaluable research samples. Any unauthorized entry can lead to:

e Theft or Damage: The loss of equipment or destruction of samples can disrupt research for
months or years, incurring significant financial losses. Access control systems, particularly those
relying on biometric verification (e.g., fingerprint scanning), significantly reduce the risk of

unauthorized entry compared to traditional methods vulnerable to lost keys or stolen cards.

e Contamination or Misuse: In chemical or biological laboratories, unauthorized access can
lead to the contamination of experiments or the misuse of hazardous materials, potentially jeop-
ardizing research results or causing accidents. For instance, a contaminant X introduced into a
sterile environment could invalidate an entire batch of cell cultures, leading to a delay in research

progress AT.

1.4.2 Ensuring Occupational Safety

Safety is a top priority in laboratories, especially those handling infectious biological agents, radioactive

materials, or highly toxic chemicals. Access management systems ensure:

e Restricting Access to Qualified Personnel Only: The system can prevent individuals who
have not received the necessary training to handle specific hazards, or who are not wearing
appropriate Personal Protective Equipment (PPE), from entering. This reduces incidents

of exposure to hazardous materials or incorrect equipment operation.



o Emergency Management: In the event of an incident (e.g., a chemical spill or fire), the system
can help identify the last individuals present inside the laboratory, facilitating evacuation and
rescue operations and reducing risks to emergency responders. Knowing the precise location of

personnel Py, at time ¢ can significantly improve emergency response efficiency.

1.4.3 Protecting Intellectual Property and Data Confidentiality

Laboratories are vital environments for generating new knowledge and innovation. Ongoing research

and preliminary results represent sensitive intellectual property that must be protected:

e Preventing Information Leakage: An access management system can restrict unauthorized
individuals from viewing research manuscripts, experimental results, or confidential data stored
within the laboratory. The integrity of research data is directly proportional to the effectiveness

of access control .

o Regulatory Compliance: In certain industries (e.g., pharmaceuticals or defense), stringent
levels of access control are required to comply with regulatory standards and laws related to
data protection and intellectual property. Compliance with regulations like Good Laboratory
Practice (GLP) or Good Manufacturing Practice (GMP) often mandates auditable access
logs.

1.4.4 Effective Organization and Event Tracking

Modern access management systems allow for precise and comprehensive recording of all activities:

o Entry and Exit Logs: The system provides a detailed chronological record of who entered the
laboratory and when, and who exited and when. This data is essential for auditing, assigning
responsibility in case of incidents or breaches, and analyzing usage patterns to improve laboratory

efficiency.

e Dynamic Permissions Management: Administrators can easily grant or revoke access priv-
ileges for each individual or group, specify certain entry hours, or restrict access to specific areas
within the laboratory. This allows for flexible and adaptive control that can be adjusted to
changing research needs. The permission set Pg for a user U can be dynamically updated based
on their role R and current project needs Np: Ps(U) = g(R, Np).

1.4.5 Challenges and Unique Requirements for Laboratories

While laboratories share the need for security with many other environments, there are specific re-

quirements that distinguish them:

e Cleanliness and Sterilization Requirements: In biological or pharmaceutical research lab-
oratories, some areas may require Cleanrooms that necessitate controlled entry to prevent
contamination. Access management systems must integrate with sterilization protocols. The
particle count Np in a cleanroom must remain below a specified threshold, which is directly

impacted by uncontrolled access.

e Environmental Condition Monitoring: Some laboratories require continuous monitoring of
temperature (7"), humidity (H), or air pressure (P,;). While access systems do not directly
control these factors, they can integrate with monitoring systems to alert administrators in case
of anomalies that might affect samples or equipment. For example, if T" > Tihax or H < Hpyip,

an alert is triggered.

10



e Access Flexibility vs. Security: Systems must balance providing flexible access for re-
searchers and staff who need to work at irregular hours with maintaining the highest levels of
security to prevent unauthorized entry4. This requires a robust permissions manage-
ment system that can be controlled remotely.

Digital Access Loig
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Figure 1.9: Befor/After access control

1.5 Modern Technologies in Smart Access Management Sys-

tems

This section introduces the key technologies that form the foundation of intelligent access management
systems, providing a general overview without delving into specific implementation details.

1.5.1 The Concept of a ’Smart System”

In the context of access management, a system is deemed ”smart” when it exhibits capabilities beyond
simple static authorization [E] These capabilities include:

e Adaptability: The system’s ability to adjust its behavior and rules based on changing envi-
ronmental conditions, user roles, or security policies. This might involve dynamic permission
adjustments or real-time threat assessment.

e Automation: The automatic execution of tasks, such as granting or revoking access, generating
reports, or triggering alerts, without direct human intervention. This enhances efficiency and
reduces human error.

11



e Internet Connectivity: The capacity to connect to the internet, enabling remote management,
data synchronization, and integration with other networked services. This facilitates centralized

control and distributed access points.

o Data-Driven Decision Making: The utilization of collected data (e.g., entry logs, sensor
readings, anomaly detection) to inform and optimize access decisions, identify security vulnera-
bilities, or predict potential risks. This can be expressed as a function Dgecision = f(Dat@input),

where f represents an analytical algorithm.

1.5.2 The Role of Central Web Servers

Central web servers form the backbone of a smart access management system, providing a robust and

scalable infrastructure for system operation [[]. Their contributions include:

e User Data Storage: Securely storing and managing user profiles, credentials, access privileges,
and biometric templates. This centralized repository ensures data consistency and integrity

across all access points.

e Event Logging: Recording all access attempts, successful entries, denied requests, and system
alerts in a comprehensive audit trail. This log is crucial for security analysis, compliance, and
forensic investigations. Each event E; can be timestamped and attributed to a specific user and

access point: F; = (Userrp, AccessPoint;p, Status, Timestamp).

o Centralized Privilege Control: Enabling administrators to define, modify, and revoke ac-
cess permissions from a single, centralized interface. This ensures consistent policy enforcement
and simplifies management across multiple locations or departments. The authorization matrix
M pytn, can be managed and updated centrally, where M g4, (u, r) indicates if user u has access

to resource 7.

1.5.3 Web Applications

Web applications have become a prevalent choice for managing smart access systems due to their
inherent advantages [§]:

e Ubiquitous Accessibility: They can be accessed from any device with an internet connection
and a web browser, eliminating the need for specialized client software installations. This provides

unparalleled flexibility for administrators.

o Graphical User Interface (GUI): Offering intuitive and user-friendly graphical interfaces
that simplify complex management tasks, making the system accessible to a wider range of users

without extensive technical training.

« Ease of Updates and Maintenance: Updates and new features can be deployed centrally on
the server, immediately becoming available to all users without requiring individual client-side

installations. This streamlines maintenance and ensures all users are on the latest version.

1.5.4 Internet of Things (IoT) in Access Management

Internet of Things (IoT) devices bridge the gap between the physical environment and the digital
access management system. Microcontrollers like the ESP32 are exemplary in this role due to their
integrated Wi-Fi and Bluetooth capabilities [[]]. Their contributions include:

12



o Sensor Reading: Collecting real-time data from various sensors (e.g., door status, motion
detection, environmental parameters) to provide contextual information for access decisions and

security monitoring.

e Lock Control: Directly interfacing with electronic locks and other physical access mechanisms

to grant or deny entry based on authorization signals received from the central server.

e« Network Communication: Facilitating secure communication between physical access points
and the central web server, transmitting authentication requests, event logs, and receiving com-
mands. This communication often occurs over secure protocols like HTTPS or MQTT. The data

flow can be represented as

Network Command

Dataj,7 ———— Server ——————— Actuator

1.5.5 Biometric Authentication Technologies

Biometric authentication offers a highly secure and convenient method for identity verification, lever-
aging unique physiological or behavioral characteristics. Fingerprint recognition is a prominent

example:

e Security: Fingerprints are unique to each individual, making them difficult to forge or replicate
Figure 1.10. This provides a higher level of assurance compared to traditional methods.

e Convenience: Users do not need to carry physical keys or cards, reducing the risk of loss or

theft. The authentication process is typically quick and seamless.
e Comparison to Traditional Methods:

— Keys: Prone to loss, theft, and unauthorized duplication. No audit trail.

— Access Cards: Can be lost, stolen, or shared. May require physical contact or proximity.

Offers an audit trail but less secure than biometrics without additional factors.

Biometric systems offer a significant enhancement in both security and user experience, often

providing an immutable link between the user and their access rights.

1.5.6 Additional Verification Methods

While biometrics offer strong primary authentication, incorporating additional verification methods

enhances security and provides fallback options:

« Keypad (PIN Code): A keypad serves as an additional layer of security, requiring users to
enter a Personal Identification Number (PIN) in conjunction with a biometric scan (multi-factor
authentication). It can also function as a standalone alternative in scenarios where biometric
authentication is temporarily unavailable or undesirable. The authentication process can be
defined as Auth = Biometric A PIN, requiring both factors to be true for access.
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1. Fingerprint 2. Data Processing / 3. Matching/
Scanning Feature Extraction Verification

Figure 1.10: Biometric Process

1.6 Conclusion

In this first chapter, we have broadly reviewed the significance of Access Management Systems (AMS)
and specifically highlighted their vital role in safeguarding and securing sensitive environments, par-
ticularly laboratories. It has become evident that laboratories are not merely places for conducting
experiments; they are centers for safety, security, and the protection of intellectual property, demand-
ing advanced solutions that transcend traditional control methods. We also shed light on the transition
towards smart systems, empowered by technologies such as the Internet of Things (IoT), centralized
servers, and biometric verification methods, which promise to deliver unprecedented levels of efficiency,
accuracy, and security. Despite the clear technological advancements and the emphasis on the neces-
sity of implementing smart Access Management Systems, the practical application of these solutions
in real-world environments, especially within the context of our local laboratories, still faces specific
challenges. These challenges are not limited solely to the technical aspect concerning the integration
of various components, such as ESP32 with a Flask server and fingerprint recognition, but extend to
encompass aspects of operational efficiency, ease of remote management, and the costs associated with
practical implementation. Hence, the question arises regarding the effectiveness of currently available
solutions in meeting the specific requirements of modern laboratories. Furthermore, it prompts us to
consider how a smart system can be designed to combine the highest degrees of security and flexibility,
while maintaining ease of use and management. This directly leads us to the second chapter, where
we will thoroughly articulate the problem statement that this research project seeks to address and

identify the gaps we aim to bridge through the proposed solution.
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Chapter 2

Project Motivation and Problem

Statement

2.1 Introduction

Building on the theoretical foundations and classifications of access control systems discussed in the
previous chapter, it becomes increasingly clear, particularly in the context of technological advance-
ments and growing security demands in educational environments, that the practical implementation
of intelligent access control is both timely and necessary. This chapter presents the motivations that
underpin the development of a smart access management system tailored to the specific operational
context of the Faculty of Science and Technology. The faculty serves as a compelling case study due to
its complexity as a higher education and research institution, with diverse infrastructures and access
requirements. It encompasses four lecture halls with a combined capacity of 800 seats, 16 teaching
rooms of varying sizes, and a network of pedagogical laboratories accommodating up to 570 students
simultaneously. In addition, the faculty includes specialized research spaces such as an innovation lab
for 15 researchers, two scientific labs each accommodating 70 researchers, and a 75-seat hall dedicated

to academic defenses and presentations.

This broad array of spaces and uses creates a multifaceted, layered security challenge. The diversity
of users, from large, fluctuating student populations and mobile faculty researchers to administrative
personnel and external guests, requires tailored access strategies. At the same time, the range in facil-
ity sensitivity levels further complicates security needs: while classrooms require standard protection,
pedagogical labs house specialized equipment, research labs contain advanced and sensitive materials,
and server rooms support critical network infrastructure. Managing the flow of more than 1,500 indi-
viduals daily across a distributed campus places significant strain on existing access systems. Current
conventional methods fail to enable dynamic access control, efficient crowd management during peak
hours, and accurate tracking of personnel and equipment usage. These operational challenges highlight
the need for a robust, adaptive, and scalable access control solution that is aligned with the structural

diversity and functional complexity of the faculty.
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Figure 2.1: Faculty of Science and Technology

2.2 Current Situation Analysis in the College of Science and

Technology, Challenges and Costs

The College of Science and Technology continues to rely on a traditional system due to the absence of
a sophisticated and smart access control system. The process is largely dependent on human personnel
for managing entry and exit operations to various educational and research facilities. Although this
method offers a basic level of general security, it presents numerous challenges related to economic

cost, operational efficiency, and resource management.

2.2.1 Human Resource Allocation for Access Control and Security

An analysis of the human resources involved in access control and security reveals a complex and
structured organization comprising both administrative and technical personnel. In total, fifteen staff
members are assigned to various functions ranging from general administration to highly specialized
engineering roles. At the upper management level, a general engineer oversees the general supervision
of the limited technical infrastructure, while one laboratory engineer coordinates access to critical lab-
oratory environments. Supporting them are four specialized engineers and one staff member focused
specifically on laboratory administration, reflecting the institution’s strong commitment to safeguard-

ing sensitive research areas and high-value equipment.

At the operational level, the structure includes four university laboratory technicians responsible
for routine maintenance and system monitoring, along with three senior laboratory technicians who
provide advanced technical assistance. In addition, the general affairs department contributes two
personnel, one senior technician and one technician, tasked with the daily management of access
control operations. This layered distribution of responsibilities ensures a balanced approach to both

strategic oversight and hands-on implementation within the access control system.

2.2.2 Financial Analysis of Current Costs

The financial burden of this human-based access control system is significant and calls for a strategic

reevaluation. According to the Algerian public sector salary scale, monthly costs amount to approxi-
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mately 5.5 million centimes for the state engineers and 3.5 million centimes for the technicians involved

in security and access control operations.

Position Number | Monthly Salary | Monthly Cost | Annual Cost
(DZD) (DZD) (DZD)

State Engineer in General Affairs 1 55,000 55,000 660,000

Engineer for University Labora- 1 55,000 55,000 660,000

tories

State Engineer in University 4 55,000 220,000 2,640,000

Laboratories

University Laboratory Techni- 4 35,000 140,000 1,680,000

cian

Senior Technician in University 3 35,000 105,000 1,260,000

Laboratories

Senior Technician in General Af- 1 35,000 35,000 420,000

fairs

Technician in General Affairs 1 35,000 35,000 420,000

Total 15 — 645,000 7,740,000

Table 2.1: Monthly and Annual Costs of Access Control Staff (in Dinar)

Current Situation Analysis in the College of Science and Technology: Challenges and Costs Annual
Financial Burden These amounts demonstrate the following shocking reality: the college is spending,
every year, a sum nearly equal to 774 million Algerian centimes (or 7.74 million Algerian
dinars) in simple wages regarding human resources allocated for security and access control duties.
This enormous sum constitutes a genuine burden on the college’s financial resources, particularly given

that most of these duties can be more effectively and cheaply achieved in the long run.
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Figure 2.2: Organizational Chart of the Faculty of Science and Technology

18



2.2.3 Administrative and Operational Challenges

The current access management approach within the Faculty of Science and Technology is heavily
reliant on human intervention, which introduces a range of administrative inefficiencies. The coor-
dination of fifteen staff members across multiple facilities and rotating shifts presents a persistent
challenge, often leading to miscommunication, inconsistent coverage, and operational bottlenecks. In
addition, the traditional system lacks a centralized infrastructure to monitor entry and exit activity,
making it difficult for administrators to base decisions on reliable data. The process is reactive rather
than preventive, with issues addressed only after they arise. Manual access control also means that
the institution has little visibility over who is entering its facilities, when they are doing so, or for
what purpose, which compromises both security and resource management. The existing model, based
on guards and manual keys, is no longer suitable for a technologically advanced academic institution,

especially one that requires high levels of accountability, traceability, and operational responsiveness.

One of the most visible consequences of this outdated system is the under-use or mismanagement of
laboratory equipment. Without a centralized and intelligent access tracking system, equipment avail-
ability often becomes unclear, leading to cases where valuable resources are idle, misused, or damaged
due to neglect. A major contributing factor is the lack of updated, transparent information regard-
ing what equipment is available and where, resulting in many users remaining unaware of accessible
resources. Moreover, in the absence of logging mechanisms, it becomes nearly impossible to assign
responsibility in the event of misuse or loss. This has fostered a culture of negligence, where account-
ability is diminished and maintenance is often deferred. Financially, the institution continues to invest
in personnel without proportional returns in security or administrative efficiency. In addition, students
and faculty report a general sense of insecurity due to the lack of controlled access and audit trails,
discouraging some users from using facilities altogether for fear of being blamed for incidents they
did not cause. Collectively, these issues underscore the urgent need for an intelligent access system
capable of improving oversight, ensuring accountability, and optimizing the use of human and material

resources.

2.3 Problem Statement

The Faculty of Science and Technology faces serious challenges in managing physical access to its
buildings, laboratories, and administrative offices. The current infrastructure relies heavily on tradi-
tional methods that are increasingly inadequate for a modern academic institution that accommodates
hundreds of students, staff, and researchers per day. At the core of the issue lies the need to design
a comprehensive smart access control system that integrates multiple critical requirements, security,
flexibility, automation, and administrative simplicity, without compromising operational efficiency.
Security remains the highest priority due to the presence of sensitive research instruments, valuable
equipment, confidential academic records, and intellectual property, all of which are vulnerable under
the existing access system. In addition, human-dependent procedures cause delays and inconsistencies,
especially during peak hours, while also increasing the risk of operational failures when key personnel

are unavailable.

Beyond the security implications, the current system also imposes a significant financial burden
through ongoing personnel costs and the maintenance of outdated infrastructure. This diverts funding
away from core educational and research missions. In addition, manual entry logs do not deliver
the accuracy and detail needed for security audits, emergency preparedness, or space usage analysis.
This lack of reliable tracking impairs decision-making and investigative processes. The problem is
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further compounded by the dynamic nature of academic environments, where student enrollments, staff
assignments, and research collaborations frequently change. Consequently, the system must support
scalable and flexible user management, enabling administrators to easily grant, update, or revoke access
rights while preserving a detailed record of all actions. These combined challenges highlight the urgent

need for an intelligent, centralized, and adaptive access control solution.

2.3.1 Reasons for Selecting the Solution

The current access control system in the Faculty of Science and Technology has a number of operational
and cost problems necessitating immediate modernization. A critical study of the current system

reveals systemic inefficiencies that impact security effectiveness as well as operation costs.

Human Resource Allocation and Cost Implications

The personnel now include a significant proportion of security guards whose principal responsibility
rests with monitoring entrance operations at various entrance points. These types of staff costs are
a significant part of operating expenditure, not only including base salaries but also corresponding
benefits, training fees, overtime rates, and replacement fees in case of absence. The financial implication
does not end with the direct payment to reach supervision overhead, scheduling coordination, and
performance management requirements. This staff-intensive model generates repeat cost obligations
that increase annually with salary hikes and benefit cost hikes, producing an unsustainable strategy
for long-term budgeting. Moreover, the human-dependent system provides operational vulnerabilities
in times of staff shortages, sick leave, or turnover situations. The building often has security gaps when
personnel are not present, requiring temporary closure of openings or penalizing security procedures.
Recruitment and training of alternate security staff take longer and manpower, bringing additional

cost issues.

Equipment Management and Asset Protection

The current infrastructure is beset by significant equipment loss, damage, and misuse issues. Tradi-
tional key-based access control mechanisms result in repeated duplication of keys, lost keys that result
in lock replacements, and invisibility of key issuance. All these problems do not only pose security
threats but also generate repeated replacement costs and administrative overheads. Physical access
badges and cards have high unauthorized copying rates, damage rates, and loss rates. Replacing them
involves administrative time, material, and temporary security compromises while new credentials
are being created. Furthermore, the inability to monitor in real time implies stolen or lost access

credentials may stay active for extended periods of time, hence still remaining a security threat.

Administrative Efficiency and Control Limitations

Individual administrative action under the current system is insufficient to guarantee unified and
efficient access control across the heterogeneously different facility environment. Issuance, modification,
and revocation of access privileges through manual methods are given delays, increase the likelihood
of errors, and complicate the maintenance of contemporary records of prevailing levels of authority.
The management overhead of coordinating access permissions across departments, research groups,
and user categories consumes significant staff time and creates operational bottlenecks. The lack of
centralized management tools means that multiple administrators must coordinate changing access,
introducing complexity and delay to make routine adjustments. The need for a secure, central system
in real-time has become critical since the operations of the faculty are becoming increasingly complex
and security-related. The current distributed approach to access control makes it difficult to maintain
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security policies consistent, monitor access patterns, or respond to security violations promptly. Real-
time monitoring capabilities are required to discover unauthorized access attempts, identify unusual
access patterns, and provide timely warning in the event of security breach. The absence of real-
time feedback and monitoring in the current system leaves the faculty open to unnecessary security
breaches that could be prevented or minimized with proper technological infrastructure. Educational
facilities today require full electronic records of access activity to facilitate security auditing, compliance
reporting, and operations analysis. Electronic privilege delegation and automated entry logging are
the foundations for sophisticated security analytics that allow administrators to spot potential security
risks, optimize facility utilization, and demonstrate compliance with institutional security procedures.
The shift to electronic access management also supports integration with other institutional systems,
such as student information systems, human resources databases, and facility management systems.
The ability to integrate creates the potential for higher operational efficiency and higher security

through coordinated data sharing and automated policy enforcement.

2.4 Orientation Toward the Proposed Solution

To the needs and challenges that have been identified, we propose the design and implementation of
a complete smart access control system that exploits advanced security technologies and centralized
management functions. This is a move away from traditional, human-centric access control modes to
an automated, technology-centric system that is able to cure the current weaknesses of the faculty
with the provision for expansion with future development. Technology Integration and Multi-Modal
Authentication The system integrates multiple authentication models for strong security with the
flexibility to support different user preferences and accessibility needs. PIN code is a convenient and
easy access mechanism for frequent entries, whereas biometric fingerprint recognition is more secure
for areas needing a higher level of protection. The system design supports additional authentication
factors like proximity cards, mobile integration, and face recognition capabilities for flexible deployment
according to particular security requirements for individual facility areas. The multi-modal component
enables the system to accommodate users with varying levels of comfort in using technology without
any compromise on security levels. All authentication information is secured by advanced encryption
standards during data transmission and storage, safeguarding biometric and personal information from
potential cyber attacks.

2.4.1 Centralized Management and Real-Time Operations

Centralized architecture provides the administrators with end-to-end control of access permissions,
monitoring capabilities, and system configuration through an intuitive web-based management con-
sole. Real-time processing ensures immediate authentication responses to prevent latency during high
usage periods while providing instant alerting on unauthorized access attempts or system issues. The
database maintains very detailed records of each access event, from successful access to failed login and
sys admin updates to user privileges. Such comprehensive logging capability enables comprehensive
security audits, helps identify patterns that may be indicative of security threats, and provides the

data necessary for maximizing facility utilization based on actual usage patterns.

2.4.2 Automated Monitoring and Intelligent Analytics

Advanced monitoring capabilities continuously analyze patterns of access in an effort to detect abnor-
mal behavior that could indicate security or operational issues. Activity such as attempts at access

during non-work hours, repeated rapid attempts at access, or access patterns that are outside normal

21



patterns of expected user activity are detectable using machine learning algorithms. The system of-
fers auto-administrative review reports, which pinpoint the most important security metrics, system
performance indicators, and operational improvement suggestions. Integration with the existing insti-
tutional communication infrastructure provides for notification of security incidents to the concerned

personnel in real-time, enabling quick reaction to potential threats.

2.4.3 Scalability and Future-Proofing

The solution design envisioned offers transparent scalability to accommodate growth in facilities, user
base, or increased security requirements. Modular design allows for the incorporation of new authenti-
cation mechanisms, support for integration, or functional additions without requiring complete system
replacement. Cloud-based components provide space for remote system management, off-site backup,
and interaction with other institutional systems. The approach reduces local infrastructure require-

ments without sacrificing system reliability and data protection by expert cloud service providers.

2.4.4 Implementation Strategy and Change Management

The deployment model is based on phased release in order to minimize operational disruption and
allow system optimization based on real-world usage trends. Phased deployment begins with lower-
priority access points, followed by staff and user exposure to the new system prior to deploying within
high-security areas. Comprehensive training of administrators and end-users promotes easy uptake
and maximizes the system’s effectiveness. System maintenance and technical support mechanisms
guarantee long-term reliability and future scope for improvement through user feedback and evolving
security requirements. This proposed intelligent access control system is an end-to-end solution that
addresses the immediate needs of the faculty and is the foundation for future security and opera-
tions improvement. The combination of state-of-the-art technology, centralized administration, and
adaptable architecture ensures that the investment will pay dividends as the institution’s requirements

evolve over the years .

2.5 Conclusion

This chapter outlined the foundational motivations for developing an intelligent access control system
within the Faculty of Science and Technology. Through an analysis of human resources, financial
constraints, and organizational challenges, the current limitations of existing access practices were
clearly identified. A structured problem statement was formulated, highlighting the need for a se-
cure, scalable, and manageable solution. Furthermore, the orientation toward a proposed system was

established, setting the stage for the technical development presented in the following chapters.
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Chapter 3

Hardware Design for Secure Access

Control

3.1 Introduction

The effectiveness of any access control system is fundamentally dependent on the robustness of its
hardware design. In the proposed system, hardware is not merely a supportive layer, but a central
element that enables secure, real-time decision making at the physical access point. It must reliably
handle tasks such as identity acquisition, local data processing, network communication, and actuation
of access mechanisms. To meet these requirements, the system integrates a carefully selected set of
electronic components, with the ESP32 microcontroller at its core. Known for its high processing
capability and built-in Wi-Fi support, the ESP32 serves as the central processing unit responsible for

coordinating interactions between all subsystems.

Complementing the microcontroller are additional components that ensure the system’s full func-
tionality: a fingerprint sensor for biometric authentication, a 4x3 keypad for PIN-based access, a
relay module to trigger door locking mechanisms, a buzzer to provide real-time audio feedback, and
a stable power supply to guarantee uninterrupted performance. The overall hardware architecture is
designed to be compact, energy efficient, and cost effective, without compromising on reliability or
security. Each component was selected based on its functional contribution, ease of integration, and
compatibility with embedded systems for secure access control. The following sections provide detailed
explanations of each component’s role, selection criteria, and integration into the complete hardware

setup, demonstrating how the hardware layer supports the operating goals of the system.

3.2 System Components

The implementation of the proposed access control system required the integration of several electronic
and electromechanical components, each chosen to fulfill a specific role in ensuring secure authenti-
cation, user interaction, and control of the access mechanism. At the heart of the system lies the
ESP32 microcontroller, which handles data processing and communication tasks. A fingerprint sensor
provides biometric authentication, while a 4x3 matrix keypad serves as an alternative or complemen-
tary method for PIN-based user verification. Access control is physically managed through a relay
module that activates or deactivates the door locking mechanism based on authentication outcomes.
To improve the user experience, a buzzer provides audible feedback indicating successful operations or

errors. The power to the system is supplied by a regulated 5V source to maintain stability and relia-
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bility across all components. The integration is supported by connecting wires and auxiliary electronic

elements, which ensure proper communication and functionality between the various modules.

3.2.1 ESP32 Development Board

The ESP32 development board is a powerful and cost-effective microcontroller platform based on a
dual core system-on-chip with built-in Wi-Fi and Bluetooth, making it highly suitable for Internet of
Things (IoT) applications. Its low power consumption, excellent wireless capabilities, and extensive
input/output (I/O) support enable seamless integration with a wide range of sensors and actuators.
In this project, the ESP32 serves as the central processing unit and communication hub, responsible
for collecting sensor data, managing access logic, triggering output devices, and maintaining Wi-Fi
connectivity for real-time monitoring. The board supports popular development frameworks such as
the Arduino IDE and ESP-IDF, allowing for flexible and efficient programming. One of its most critical
features is its advanced interrupt management system, which enables real-time responsiveness to events
like fingerprint scans or keypad inputs without continuous polling, optimizing system performance and
reliability.

As illustrated in Figure @, the compact layout and versatility of the ESP32 make it an ideal
choice for embedded access control systems. Its rich set of GPIO pins, analog-to-digital converter
(ADC) channels, and communication interfaces (SPI, 12C, UART) allow for reliable connections to
peripherals such as biometric sensors, keypads, buzzers, and relays. The board’s design supports
energy-efficient operation, making it suitable for battery-powered deployments, and is backed by strong
community support and extensive documentation. A detailed pinout diagram, shown in Figure @,
provides essential reference to establish accurate hardware connections, with color-coded indicators
for functionalities such as PWM, touch sensors, and communication lines. These features collectively

position the ESP32 as a robust and scalable solution for intelligent access control applications.

Figure 3.1: esp32 board
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3.2.2 Fingerprint Reader Module

A fingerprint reader module is a biometric device designed to capture, analyze, and store fingerprint
patterns for the purpose of identification or authentication. Widely used in security systems, these
modules offer an efficient and reliable method of verifying an individual’s identity. Common modules
such as the AS608 Figure @ or R305 utilize optical sensors to capture high-resolution fingerprint
images. Once a fingerprint is placed on the sensor surface, the module internally processes the image
to extract unique features such as ridges, valleys, and points of interest. These features are then
converted into a mathematical representation known as a template, which is stored in the module’s
memory and associated with a unique identification number (Template ID). During subsequent scans,
the module compares the new fingerprint data with the stored templates through verification (one-to-
one) or identification (one-to-many) processes [H]

Figure 3.3: AS608 Fingerprint Reader Module

The actual fingerprint image is not stored, ensuring a higher level of privacy and data security. In-
stead, the system refers to the corresponding ID to determine whether access should be granted. These
modules are favored in embedded systems because of their built-in microcontroller for processing, ease
of integration through UART communication Figure @, compact size, and cost-effectiveness. They
also offer sufficient internal storage to accommodate between 100 and 150 fingerprint templates, making

them highly suitable for access control, time attendance, and personal authentication applications [@]
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Figure 3.4: AS608 Fingerprint Module Pinout Diagram

Wiring the AS608 Fingerprint Module to the ESP32 Microcontroller

Establishing a reliable hardware connection between the AS608 fingerprint module and the ESP32
microcontroller is crucial to the functionality of biometric authentication systems. The AS608 module
operates with a voltage requirement of 3.3V, which aligns with the logic level of ESP32, eliminating

the need for additional voltage regulators or level shifters [@]

Figure 3.5: Wiring diagram of the AS608 fingerprint module connected to the ESP32
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To power the module, its VCC pin is directly connected to the 3.3V output pin of the ESP32, while
the GND pin is linked to the ESP32’s GIND to provide a stable power supply and a common reference
ground essential for consistent signal transmission. For data communication, the AS608 employs the
UART (Universal Asynchronous Receiver/Transmitter) protocol. In this setup, the TX pin
(responsible for transmitting data from the module) is connected to GPIO16 (RX2) of the ESP32,
and the RX pin (used to receive data) is connected to GPIO17 (TX2) as shown in Figure @ These
GPIO pins correspond to the second hardware serial interface (Serial?2), which is particularly useful
when the primary serial port is occupied (for example, for USB debugging). This configuration allows
full-duplex serial communication between the ESP32 and the AS608 module at a typical baud rate of
57600 bps, although this can be configured in software. Proper UART wiring ensures that the ESP32
can issue commands for fingerprint registration, search, deletion, and comparison, while also receiving
fingerprint templates and acknowledgment responses. The reliable setup of this serial link is essential
for the security, performance, and responsiveness of the entire access control system, as summarized
in Table @

AS608 Pin ESP32 Pin
VCC 3.3V
GND GND

TX GPIO16 (RX2)
RX GPIO17 (TX2)

Table 3.1: Pin connections between AS608 and ESP32

3.2.3 Understanding and Operation of a 3x4 Matrix Keypad

A 3x4 matrix keypad is a common and basic human-machine interface component in many embedded
systems and electronic devices. It is especially crucial in systems where numeric data input is required,
such as security systems, calculators, electronic locks, and devices that require menu input. The keypad
is an array of twelve individual tactile push buttons shaped into a three-by-four matrix. Each button
is located at the intersection of a specific row and column, producing a structured grid pattern [12].
This matrix configuration (Figure @) is used to reduce the quantity of I/O pins needed from a
microcontroller. Instead of using twelve separate pins, one for every button, the matrix configuration
wonderfully reduces the number of I/O lines needed to seven: four for the columns and three for the
rows. This significantly saves pin resources in microcontrollers and is ideal for projects with limited
hardware resources. When a key is pressed, it links one row to one column. Scanning the rows and
columns programmatically, the microcontroller can precisely observe which key was pressed. Rows
are typically set up as output and columns as inputs (or vice versa), and software cycles through
the rows and observes the input columns for state changes in signal. The keypad is usually made of
durable plastic and utilizes membrane or mechanical switches to sense presses, providing responsive
tactile feedback. Libraries and routines are readily available for popular development platforms such
as Arduino, making integration straightforward for new developers and experts alike. The tiny size,
efficient build, and ease of use make the 3x4 matrix keypad a go-to option for adding numeric or

command input to numerous electronic devices.
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Figure 3.6: 4x3Keypad Module

Internally, the keypad uses a network of conductive traces and momentary switches. These switches
are normally open, which means that in their idle state, there is no electrical continuity between any
row and column. When a user presses a button, the switch is mechanically closed at that intersection
point, completing an electrical connection between the corresponding row and column lines. To detect
this event, the microcontroller engages in a method known as keypad scanning. In this process, the
row pins are set as digital output, and the column pins are configured as digital input (Figure @),
typically with internal or external pull-up resistors to ensure a default HIGH state. The scanning
routine involves setting one row at a time to a LOW voltage while keeping the other rows HIGH and
immediately reading the logic states of the column inputs. If a column line reads LOW during this
cycle, it indicates that the button at the junction of the currently active row and that specific column
is being pressed. For example, if the second row (row 2) is driven LOW and the microcontroller detects
that the second column (column 2) has also gone LOW, it concludes that the button at the intersection
of row 2 and column 2—typically representing the ’5’ key in standard layouts—has been actuated. The
exact key is then identified using a predefined lookup table (keymap) that maps row-column pairs to
characters or functions. This row-by-row scanning continues in a loop, allowing for real-time detection
of any key press with minimal latency. Debouncing techniques, either in software or hardware, are
generally applied to prevent false triggers due to mechanical vibrations when the button is pressed or

released [@] .
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Figure 3.7: 4x3 Keypad Arrangement

This scanning mechanism makes the 3x4 matrix keypad both space-efficient and cost-effective,
particularly in microcontroller-based designs where I/O availability is limited. Its simplicity, reliability,
and low power requirements contribute to its popularity in a wide range of digital systems, including
security systems, access control units, handheld devices, vending machines, and industrial control
panels. In our access control system, which integrates fingerprint recognition and keypad input, the
inclusion of the 3x4 matrix keypad serves a critical role in enhancing security, flexibility, and system
reliability. While the fingerprint sensor provides biometric authentication based on unique physiological
traits, the keypad offers an additional layer of verification through the input of personal identification
numbers (PINs) or access codes. This dual-factor authentication approach strengthens the overall
security framework by requiring both ”something you are” (fingerprint) and ”something you know”
(PIN). Furthermore, the keypad allows for manual override or alternative access methods in cases
where the fingerprint sensor does not recognize a user due to dirt, injury, or sensor malfunction. It
also facilitates administrative tasks such as user enrollment, system configuration, and temporary
access control without the need for a separate interface. From a design perspective, Figure @, the
compact matrix layout of the keypad is suitable for embedded systems with limited I/O resources, and
its low power consumption complies with the energy-efficient requirements of our application. These
advantages make the keypad a strategic and essential component of our system, contributing to both
usability and operational robustness.
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Figure 3.8: 4x3 Membrane Keypad Pinout

Wiring a 3x4 Matrix Keypad to an ESP32 Microcontroller

To establish effective communication between a 3x4 matrix keypad and an ESP32 microcontroller,
a systematic wiring configuration is essential to correctly map the twelve keys of the keypad to the
microcontroller’s digital input/output (I/O) pins Figure @ . The keypad itself is structured with
four row lines and three column lines, making a total of seven signal lines that need to be interfaced
with the ESP32. In this specific set-up, the row lines (typically labeled R1 to R4) are connected to
GPIO pins 12, 14, 27, and 26 on the ESP32, respectively. Similarly, the column lines (C1 to C3)
are connected to GPIO pins 25, 33, and 32 Table @ . This pin mapping allows the microcontroller
to scan the keypad by sequentially activating each row line and monitoring the column lines for any
changes in voltage levels that would indicate a button press. Each button press creates a connection
between a specific row and column line, which the ESP32 identifies by comparing the active row with
the column that registers a LOW signal. The code snippet provided initializes a two-dimensional array,
keys[ROWS][COLS], representing the layout of characters on the keypad: from ’1’ to ’9’, with ™*’, 0’
and ’#’ on the bottom row. This logical mapping is crucial for the ESP32 to interpret electrical signals
as human-readable characters. By combining this wiring configuration with a keypad library and a
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scanning routine, the ESP32 can detect and respond to user input accurately, allowing the keypad
to function as a reliable interface for numeric entry, access control, or menu selection in embedded

applications.

sessemssssssscsssss s

Figure 3.9: 4x3 Membrane Keypad Wiring

Keypad Pin Connected ESP32 GPIO
Row 1 (R1) GPIO12
Row 2 (R2) GPI1014
Row 3 (R3) GP1027
Row 4 (R4) GPIO26
Column 1 (C1) GPIO25
Column 2 (C2) GPIO33
Column 3 (C3) GPIO32

Table 3.2: 4x3 Matrix Keypad Pin Connections to ESP32
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3.2.4 Relay Module

Figure 3.10: Relay Module

The relay module is a commonly used single-channel electromechanical switch featuring the Songle
SRD-05VDC-SL-C relay. It allows a low power control signal, typically from a microcontroller such
as an ESP32; Arduino, or Raspberry Pi, to switch on or off a much higher power electrical circuit [@]
This provides electrical isolation between the control circuit and the load, thereby protecting sensitive
components Figure .

The core of the module is the blue Songle relay Figure , which contains an electromagnet and

switch contacts. Input pins include:

Relay

10A 250VAG 10A 12
10A 30VDC 10A
SRD-05VDC-5L-

Figure 3.11: Songle Relay Module

e VCC: Connected to a 5V DC power source.
e« GND: Connected to the ground.

o IN: Receives the digital signal to trigger the relay (usually LOW).
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Output terminals (via screw terminal block) include:
e COM (Common): The central terminal.
o NO (Normally Open): Disconnected when idle; connected to COM when the relay is activated.

o« NC (Normally Closed): Connected to COM when idle; disconnected when the relay is acti-

vated Figure .

Output Terminal
Block

Figure 3.12: Output Relay Module

When the IN pin receives the correct signal (typically LOW), a small current flows to activate
an onboard transistor, energizing the relay coil. This generates a magnetic field that pulls the inter-
nal armature, switching the contacts—disconnecting COM from NC and connecting COM to

NO [15].
¢« Red LED: Indicates the module is powered.

e Green LED: Lights up when the relay is actively switching Figure .

Power LED

Lnst Mg

ENGI

Status LED

Figure 3.13: Indicator Relay Module

Supporting components include:
e A transistor to amplify the control signal.
« A flyback diode to protect the circuit from voltage spikes.

o Resistors for current limiting and signal control.
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This module allows safe and reliable control of high-power devices such as lamps, fans, or household
appliances while keeping control electronics fully isolated from the high-voltage side. In our access
control system, we chose the relay because it allows us to safely control the electric door lock using
low-power signals from a microcontroller. The relay provides electrical isolation between the control
circuit and the high-voltage load, ensuring both the safety of the system and the protection of sensitive

electronic components.

o Jfs 280

Figure 3.14: relay module pinout

Wiring Configuration of the Relay Module with ESP32 for Door Lock Control

In this configuration, the ESP32 microcontroller interfaces with a single-channel relay module to control
an electric door lock. The control signal originates from GPIO pin 13 of the ESP32 and is directed
through a protective circuit before reaching the relay. Specifically, the signal first passes through a
diode (1N4007) to prevent reverse current, followed by a 1 (k€2) resistor to limit current. This line then
connects to the base of an NPN transistor (2N2222), which acts as a signal amplifier and isolator [@]
The emitter of the 2N2222 transistor is connected to ground (GND), while the collector is connected
to the IN pin of the relay module. This arrangement allows the low-power GPIO signal from the
ESP32 to switch the transistor, which in turn controls the relay input using current from the VCC
supply. The relay module itself is powered by the 5V output from the ESP32, and both devices share
the same ground (OV reference) to ensure circuit stability. On the relay output side, the common
terminals (COM) and normally open terminals (NO) are used to control the electric door lock. In
its default (inactive) state, the relay leaves the COM-NO path open, keeping the door locked. When
the relay is activated via the transistor, the internal switch closes the COM-NO connection, supplying
power to the door lock and unlocking it. This configuration provides multiple layers of protection
and control: the diode protects the GPIO pin, the resistor controls the base current of the transistor,
and the transistor itself isolates and amplifies the signal. Furthermore, using the relay offers electrical
isolation between the low-voltage control circuit of the ESP32 and the higher-voltage load (door lock),
ensuring the safety and reliability of the entire system (Figure )

220V AC

Ok

DL J0ADE VOL B

| JVADSZ Y01 ‘;“
‘\ Ed
-,

Figure 3.15: Wiring Relay Module to ESP32
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Electric Door Lock

An electric door lock is a type of locking mechanism that operates using electrical power to control the
locking and unlocking of a door. It is widely used in access control systems for residential, commercial,
and industrial security applications. The lock shown in the image is a stainless steel electric strike
lock that combines both electronic and mechanical access. It can be remotely activated by a micro-
controller (such as ESP32) through a relay module [@] This type of lock typically operates on 12V
DC and consumes about 1 to 2 amps when activated. It remains locked when power is off (fail-secure
configuration), which ensures safety by preventing unauthorized access in the event of a power failure
unless the manual key is used. One of the primary reasons for choosing this type of lock is its electrical
control integration; it can be easily managed by a relay connected to an ESP32-based system, enabling
remote or automated unlocking when access is granted. It also provides high security due to its strong
and durable lock body, making it suitable for environments that require reliable physical protection.
Additionally, the lock offers dual access—electronic and manual—by including a mechanical keyhole
that ensures entry is possible during emergencies such as power outages or system failures. The fail-
secure design ensures the lock remains closed when unpowered, adding an extra layer of security during
electrical disruptions. In summary, this electric door lock offers a balanced combination of security,

automation, and safety, making it an ideal choice for our access control project (Figure )

Figure 3.16: door lock

3.2.5 Buzzer

Buzzer: A buzzer is an acoustical signaling device that emits sound upon the application of an electric
current. It is used comprehensively in electronic circuits to offer audible warning, indication, or alerts.
Buzzers are generally categorized into two types: active buzzers, with an internal oscillator and emitting
sound upon the application of a DC voltage, and passive buzzers, requiring an external source, usually

a PWM signal from a microcontroller, to make sound Figure .
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Figure 3.17: Buzzer

Functionally, as voltage is passed through the buzzer, a diaphragm or piezoelectric component
within the device vibrates and generates audible sound waves. The frequency and modulation of the
input signal determine the pitch and pattern of the resulting sound. In our access control system,
immediate auditory feedback is provided by the buzzer, beeping momentarily for a right or wrong
identification of a fingerprint, thereby informing the user of access granted or denied. This allows
simple and real-time interaction without the need for a visual interface. The buzzer was chosen for
implementation in our system due to some significant advantages: it provides instant audio feedback
that adds value to the user experience, low power consumption—making it a good fit for embedded
applications—small form factor that makes it convenient to fit into the PCB’s design, and simple
interfacing with microcontrollers such as the ESP32. In all, the buzzer serves to make the access
control system more responsive and more user-friendly by providing clear audible status feedback

without sacrificing the effectiveness and simplicity of the system.

Buzzer Wiring to ESP32

In our access control system, the buzzer is connected to GPIO pin 4 of the ESP32. One terminal of
the buzzer is connected directly to this pin to serve as a digital output for sound activation, while the
other terminal is connected to the ground (GND) of the board. This configuration allows the ESP32
to send a digital signal to activate the buzzer as needed Figure .

To enhance user experience and provide immediate feedback, two distinct sound patterns are used:
a short single tone to indicate successful fingerprint recognition, and a fast double tone or a tone with
a different pitch to indicate access denial. These different sounds are generated by controlling the
timing and frequency of the signal sent to the buzzer using PWM (Pulse Width Modulation), which
clearly distinguishes between different state of the system and offers an effective and intuitive auditory
communication method.
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Figure 3.18: Buzzer Wiring to ESP32

3.2.6 Power Supply Design

The power architecture of the access control system is built around a 12V 2A DC charger, which acts
as the main power source for all components. This setup is designed to efficiently meet the different
voltage requirements of the system, particularly the ESP32 microcontroller and the electric door lock.

Li-ion Charger

MODEL:szYB-21010

INPUT:AC100-240V
50/60Hz

OUTPUT:DC21V=1A

BEAX

MADE IN CHINA

Figure 3.19: charger 12V

To power the ESP32, which operates at 3.3V internally but can be supplied via a regulated 5V
input, a linear voltage regulator (LM7805) is used. The LM7805 takes the 12V input and regulates
it down to a stable 5V output, which is then connected to the 5V pin of the ESP32. This ensures
that the ESP32 receives clean and safe power without the risk of overvoltage, which could otherwise
damage the board.
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Figure 3.20: LM7805

In parallel, the same 12V line is directly connected to the electric door lock, which is rated for 12V
operation. The door lock uses this voltage to energize its internal electromagnet, allowing it to unlock
when activated. This direct connection avoids the need for a separate power supply and simplifies the
layout of the system. To further enhance safety and efficiency, the ground (GND) of all components
is tied to a common reference, ensuring stable operation and signal integrity throughout the system.
The use of the LM7805 voltage regulator provides electrical isolation between the high-voltage (12V)
and low-voltage (5V) sections, protecting sensitive components such as the ESP32 (Figure ) The
chosen 12V, 2A capacity ensures that both the lock and the regulator can operate without voltage drops
or overheating during activation. This power design provides a reliable, centralized power solution for
both control logic and actuation, ensuring that the system remains compact and cost-effective while

maintaining proper electrical isolation and protection.

3.3 System Schematic

This section provides a comprehensive overview of the complete hardware schematic of the access
control system. The schematic serves as a detailed blueprint for the physical implementation of the
system, illustrating the interconnections between all major components and highlighting their respec-
tive roles within the architecture. The design integrates the ESP32 microcontroller, which acts as
the central processing unit, coordinating all input and output operations. It interfaces with several
peripheral devices, including the fingerprint sensor (for biometric identification), a 4x3 matrix keypad
(for numeric code entry), a buzzer (for audible feedback), and a single-channel relay module (for con-
trolling the electronic door lock). To manage the system’s power requirements, a 12V, 2A DC power
supply is used. Power is distributed via a voltage regulator (LM7805), which reduces the voltage to
5V to safely power the ESP32 and other 5V-tolerant components, while the 12V line directly energizes
the electronic lock. Proper ground referencing is maintained throughout the circuit to ensure elec-
trical stability and noise immunity. The schematic diagram clearly shows all the wiring connections,
power supply lines, signal flow paths, and protective components such as diodes and resistors used
for current limiting and reverse polarity protection. This systematic representation not only supports
accurate hardware assembly but also facilitates troubleshooting, future upgrades, and documentation
of the system design. Following this schematic, developers and technicians can precisely reproduce

the physical circuit, ensuring reliable performance and operational safety of the access control system

(Figure )
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3.3.1 Circuit Schematic and Component Analysis

EasyEDA is a comprehensive web-based electronic design automation (EDA) platform that provides
integrated tools for schematic capture, PCB layout design, and circuit simulation. This cloud-based
platform enables engineers and hobbyists to design, simulate, and share electronic circuits collabora-
tively without requiring local software installation, offering extensive component libraries and real-time
design verification capabilities. The presented schematic illustrates a sophisticated embedded system
centered around an ESP32 development board (ESP32-DevKitC), implementing a security or access
control system with biometric authentication capabilities. The circuit operates on a 12V power supply
that is regulated down to the ESP32’s required voltage levels through a 7805 voltage regulator (U4).
The regulator’s input pin connects to the 12V supply rail, with its ground pin connected to the com-
mon ground plane, and its output pin providing regulated 5V power to the system components. The
ESP32 microcontroller serves as the central processing unit, with its GPIO pins strategically allocated
for various interface functions. The keypad interface (U6) represents a 4x3 matrix keypad connected
to the ESP32 through digital pins, enabling numeric input for security codes or system commands.
The keypad matrix configuration includes keys arranged as ’1’,’2’’3’ in the first row, ’4’,’5’,’6’ in the
second row, 7’89’ in the third row, and *’’0’#’ in the fourth row. The keypad’s row pins are
connected to GPIO12 (R1), GPIO14 (R2), GPIO27 (R3), and GPIO26 (R4), while the column pins
connect to GPIO25 (C1), GPIO33 (C2), and GPIO32 (C3), allowing for efficient key scanning through
multiplexing techniques. A critical component in this system is the fingerprint sensor module (U5),
which connects to the ESP32 via UART communication protocol. The sensor’s VCC pin receives 3.3V
power, its TX and RX pins connect to corresponding GPIO pins TX to GPIO16 and RX to GPIO17 on
the ESP32 for serial data transmission, and its ground pin connects to the common ground plane. This
biometric sensor enables the system to capture, process, and authenticate fingerprint data for secure
access control. The circuit incorporates a transistor-based switching mechanism using Q2 (2N2222A
NPN transistor) to control a relay module (U3). The transistor’s base connects to GPIO pin 13 on
the ESP32 through a current-limiting resistor R1 (1k{2), while its collector connects to the relay’s
control input and its emitter connects to ground. Additionally, the system includes an audio feedback
component through a buzzer connected to GPIO pin 4, providing audible notifications for user interac-
tions and system status. This configuration allows the ESP32 to control high-power loads through the
relay’s normally open and common terminals, which are brought out to connection points for external
device control. The relay module (Relay-SPST) features standard connections including power supply
pins (5V and ground), control input from the transistor circuit, and switching contacts (common,
normally open, and normally closed) accessible through terminal connections P2. This relay configu-
ration enables the system to control external devices such as electric locks, alarms, or other security
mechanisms. Power distribution throughout the circuit follows a hierarchical approach, with the 12V
input supply feeding the voltage regulator, which then provides stable power to the ESP32 and asso-
ciated components. Ground connections are unified through a common ground plane, ensuring proper
reference levels for all circuit components. The schematic demonstrates careful consideration of power
requirements, signal routing, and component interfacing necessary for a functional embedded security

system with multiple input modalities and output control capabilities.
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Dual Authentication System Code

ESP32 Dual Access Control System - Flow Diagram
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Figure 3.22: Organigram of Access Control System
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3.5 Conclusion

In this chapter, we focused on the design and implementation of the hardware layer of the access
control system, centered around the ESP32 microcontroller. The system combines biometric identi-
fication via the AS608 fingerprint sensor, PIN-based input through a 4x3 keypad, and door control
using a relay and buzzer for real-time feedback. The ESP32 also connects to a Wi-Fi network to ensure

synchronization with the backend server.

This part demonstrates the ESP32’s ability to independently manage local authentication, execute
immediate hardware actions, and support user enrollment and deletion. While the ESP32 handles
real-time decision-making at the access point, its true strength lies in its integration with the central
server, which enables data consistency, attendance tracking, and remote system management. This
collaboration between embedded and backend components forms the foundation for a scalable and

intelligent access control solution, leading to the next chapter, which details the server-side architecture.
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Chapter 4

Software Design for Secure Access

Control

4.1 Introduction

This chapter delves into the technical software design and implementation of the proposed intelli-
gent lab access control system. The software component is the most important part, integrating the
system’s critical functions so that it runs securely, reliably, and efficiently. It encompasses both low-
level communication with physical hardware and high-level management and monitoring capabilities.
This chapter is structured to introduce in depth the two principal software elements: the embedded
system’s firmware, which is responsible for real-time control and communication with input/output
devices, and the backend server, which is responsible for centralized data management, remote mon-
itoring, and API services. These two elements together form a robust and comprehensive framework
that unifies hardware-level access control with sophisticated data processing and administrative man-
agement. The following sections will discuss the design philosophy, implementation methods, and
the intricate communication interfaces on which these primary components communicate without any
interruption and produce a fully functional and manageable access control system.

Software Overview:This chapter presents the software architecture and implementation details
of the proposed access control system. The software component plays a critical role in ensuring secure,
reliable, [IL§] and efficient operation of the system by handling both hardware interaction and data
management functionalities. The chapter is divided into two primary sections corresponding to the

two main components of the system: the embedded system and the back-end server.

e Embedded System: This component is responsible for interacting with hardware components.
This includes programming the ESP32 microcontroller [§] to control and communicate with
input and output devices such as the fingerprint sensor, keypad, and electronic lock. This mod-
ule performs real-time processing and decision-making based on user input and authentication

procedures.

o Back-end System: A monitoring and management system developed using Python, which

enables remote access supervision and centralized log storage.

Together, these two components form a cohesive and secure access control framework that integrates
hardware-level control with centralized data processing and management. The following sections detail

the design, implementation, and interaction between these components.
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Figure 4.1: Diagram of Connection Softwares

4.2 Programming the ESP32 Unit

The ESP32 firmware was developed to achieve the following objectives:

1.

User Fingerprint Acquisition: The ESP32 communicates with a biometric fingerprint sensor
to capture the fingerprints of users attempting to access the system. This requires initialization
and configuration of the sensor, as well as capturing and preprocessing the fingerprint templates

for matching.

PIN Code Entry via Keypad: A matrix keypad is integrated into the system to allow users
to enter a personal identification number (PIN). The ESP32 continuously listens for key presses

[@], decodes the input sequence, and temporarily stores it for verification.

Remote Data Matching: Once the fingerprint and/or PIN code is received, the ESP32 performs
authentication by comparing the provided data against the data stored in the remote server for

validation. This involves sending requests to the backend /api/check_access endpoint (?7)

Access Decision and Lock Control: Based on the result of the authentication process, the
ESP32 decides whether to grant or deny access. If access is granted, the ESP32 triggers a digital
output to unlock the electronic door lock. If access is denied, appropriate feedback (e.g., sound
or LED alert) is provided to the user.

Event Logging and Reporting: Every access attempt—whether successful or failed—is logged
by the ESP32 and sent to the central monitoring server via the /api/check_access API [E]
The report includes information such as timestamp, method of authentication, and result status,

ensuring traceability and aiding system audits ?7.

The following diagram illustrates the operational flow of the ESP32 authentication

process.
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Figure 4.2: Flowchart of the ESP32 Authentication and Access Control Process
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6. Remote Command Handling: The ESP32 is also designed to receive remote commands from
the back-end server [§]. For example, an administrator may remotely unlock the door in case
of an emergency or maintenance scenario. Secure communication protocols are used to ensure
that only authorized commands are executed. This can be facilitated by the ESP32 periodically

polling the server for commands or by implementing a push notification mechanism.

This modular approach to ESP32 programming ensures that the system is not only robust and

autonomous in normal operation but also responsive to centralized management when needed.
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4.2.1 Operating Mechanism

The ESP32 unit is programmed to execute a well-defined sequence of operations to manage access
control securely and efficiently. The overall workflow involves user authentication, access decision-
making, logging, and remote command handling. The following outlines the operational mechanism

in detail:

1. Fingerprint Acquisition and Identification: When a user places their finger on the finger-
print sensor, the sensor captures the fingerprint image and extracts a set of unique biometric
features. These features are then converted into a unique identification number (ID), which is

used for comparison against stored templates.

2. PIN Code Input via Keypad: Following successful fingerprint scanning (or as an alternative
method), the system allows the user to enter a secret PIN code using the keypad [20]. The

ESP32 reads the sequence of digits entered by the user and temporarily stores it for verification.

3. Authentication and Verification: The system performs authentication by validating either
the fingerprint ID or the entered PIN code. This verification is primarily conducted remotely by
forwarding the data to the central server’s /api/check_access endpoint for real-time verification

against the comprehensive user database ?7. The server’s response dictates the access decision.

4. Access Decision and Physical Control: Upon receiving the authentication result from the
server, the ESP32 unit takes the appropriate action. If access is granted, it activates the electronic
lock, allowing entry. Concurrently, visual (LEDs) and auditory (buzzer) feedback is provided to
the user. If access is denied, the lock remains engaged, and distinct feedback is given to indicate
the refusal.

5. Event Logging and Reporting: Each authentication attempt, regardless of its outcome,
is logged locally on the ESP32 (temporarily, if needed) and immediately transmitted to the
central monitoring server via the /api/check_access API. The event log includes details such
as timestamp, user ID (if identified), authentication method, and result (success or failure). This
ensures full traceability and allows administrators to audit access activities 77.

6. Remote Command Execution and Synchronization: In addition to autonomous operation,
the ESP32 periodically polls the backend’s /api/get_active_users/<lab_unique_id> endpoint
to fetch updated lists of authorized users and their credentials (codes and fingerprint IDs) ?7.
This ensures that the ESP32’s local cache of authorized users is always synchronized with the
central database. The ESP32 is also designed to listen for specific remote commands issued by the
system administrator via the back-end interface, such as remote door unlocking for emergencies

or maintenance. All remote interactions are secured to prevent unauthorized access.

This structured mechanism ensures that the system operates autonomously while maintaining con-

nectivity with the central server for monitoring and administrative control.
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4.3 Back-end System

The software component consists of an integrated web system built using the Flask framework in
Python, providing an administrative interface for comprehensive control. The backend forms the
core of the system, processing business logic, managing interactions with the database , and
providing the necessary endpoints for communication between devices and the frontend. The backend

primarily relies on the app24.py and config.py files and .

ENEEREERE
ENEEEEEER

Administrative
Control Panel

Database

Figure 4.3: Diagram Back End Server

4.3.1 Flask Framework

Flask is a lightweight and minimalistic web framework built in Python. In this project, it is used to
build the web application that provides both the administrative interface and the APIs [H] Flask
is characterized by its flexibility and ease of use, making it suitable for web applications that require

precise control over components.

e Route Definition: Flask allows defining different URL routes which are linked to specific Python
functions. For example, the /api/check_access route in app24.py handles access verification

requests from ESP32 devices.

o Request Handling: Flask provides powerful tools for processing incoming HTTP requests (GET,
POST) and extracting data from them (e.g., request.get_json() or request.form.get()).

o Template Rendering: render_template() is used to render dynamic HTML pages (such as
index23.html and login.html), where data can be passed from the backend to the templates.

4.3.2 User Management and Authentication (Flask-Login)

To ensure the security of the administrative interface, the Flask-Login extension is used to manage

administrator (AdminUser) login sessions and protect routes that require administrative privileges [@]

e Session Management: Flask-Login facilitates user login and logout processes and manages

their sessions via cookies.
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» Route Protection: The @login_required decorator (and the custom @admin_required dec-
orator in app24.py) is used to restrict access to specific routes so that they can only be accessed
by authenticated users (and administrators in our case).

e Current User Object: Provides easy access to information about the currently logged-in user

via the current_user object.

e User Loader: The load_user () function is used to define how a user object is loaded from the
user ID stored in the session. In this project, the static AdminUser object is loaded.

4.3.3 Database (SQLAlchemy)

SQLAlchemy is used as a powerful Object Relational Mapper (ORM) layer for interacting with the
relational database. SQLAlchemy allows interaction with the database using Python objects instead
of writing direct SQL queries [f], which simplifies the application development process and improves
maintainability. The project supports SQLite by default (for development) and can be easily configured
to work with DATABASE_URL environment variable.

e« Model Definition: Data models are defined as Python classes that represent tables in the
database, and their properties (columns) and relationships are defined. The main models in this
project are:

1. Lab:

— Purpose: To store information about the laboratories available in the system.
— Properties:

* id: Unique primary key for the lab.

* name: Name of the lab (unique).

* unique_id: Unique identifier for the lab used for communication with ESP32 devices

(unique).

*

logs: A relationship with access logs (AccessLog), pointing to logs associated
with this lab.

2. User:

— Purpose: To store data for users who are allowed access to the labs.
— Properties:
* id: Unique primary key for the user.
+ name: User’s name.
x user_code: User’s secret code (for keypad access, unique, optional).
x fingerprint_id: User’s fingerprint ID (for fingerprint reader access, unique, op-
tional).
* is_active: User status (active/inactive), determines if they are allowed access.

* logs: Relationship with access logs (AccessLog), pointing to logs associated with

this user.

* allowed_labs: A many-to-many relationship with the Lab model via the user_lab_permissions

intermediary table, defining the labs the user is allowed to access.
3. AccessLog:

— Purpose: To record every access attempt to the labs, whether successful or failed.

— Properties:
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* id: Unique primary key for the log entry.

* timestamp: Timestamp of the access attempt.

x user_id: Foreign key pointing to the user who attempted access (can be NULL if
the user is unknown).

x lab_id: Foreign key pointing to the lab that was attempted to be accessed (can be
NULL if the lab is unknown).

* user_name: Name of the user at the time of the access attempt (for historical

records).
* lab_name: Name of the lab at the time of the access attempt (for historical records).
* access_method: Access method used (e.g., keypad or fingerprint).
* status: Status of the access attempt (e.g., granted, denied, denied (permission),
error).
4. user_lab_permissions:
— Purpose: An intermediary table used to manage the many-to-many relationship be-
tween users and labs. This table records which users are allowed access to which labs.
— Properties:
* user_id: Foreign key pointing to the user ID.

* lab_id: Foreign key pointing to the lab ID.

o Table Creation (create_tables()): The create_tables() function in app24.py is used to
create all tables defined by SQLAlchemy in the database upon application startup, ensuring the

data infrastructure is ready.

4.4 Frontend (User Interface)

The frontend of the system provides an intuitive and interactive web interface for administrators to
manage the access control system remotely. It is built using standard web technologies: HTML for
structure, Tailwind CSS for styling, and JavaScript for dynamic behavior [22]. The core frontend
components are the Administrative Dashboard (index23.html), the Login Page (login.html), and

the associated styling (index23.css).

4.4.1 Administrative Dashboard (index23.html):

The Administrative Dashboard serves as the central control panel for system administrators. It is
designed to be responsive and user-friendly, allowing for efficient management of users, laboratories,
and access logs. The dashboard’s layout and styling are handled by Tailwind CSS, ensuring a modern

and clean appearance across various devices [cite: index23.html, index23.css].

User Management

This section of the dashboard provides comprehensive tools for managing system users the following

figure showing that :

e User Listing: Displays a clear list of all registered users, including their names, activation

status, user codes (if assigned), and fingerprint IDs (if assigned).

e Add New User: Administrators can add new users by providing a name, an optional user code
(for keypad access), and an optional fingerprint ID (for biometric access). Input validation is
performed on the backend to ensure data integrity [cite: app24.py].
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Users Add User

Add New User

Name
User Code (Optional)

Fingerprint ID (Optional)

Add User

NAME STATUS ACTIONS

OMAR
Code: 1234 Inactive Activate  SelectLab v Add Delete

LABAUOT x  Defaultlab x

ahmed
Code: 12333 Active Deactivate Selectlab v Add Delete

Default Lab x

Figure 4.4: User Management With Features

o Activate/Deactivate Users: The system allows administrators to toggle the active status of
users. Deactivating a user immediately revokes their access privileges without deleting their

record, providing flexibility for temporary suspensions or inactive accounts.

e Delete Users: Administrators have the ability to permanently delete user records from the
system. This action also cascades to remove associated access logs and lab permissions, ensuring

data consistency. A confirmation prompt is used to prevent accidental deletions.

e Lab Permissions Management: For each user, the dashboard displays the laboratories they
currently have access to. Administrators can grant or revoke access to specific labs through a

simple interface, ensuring granular control over user permissions.

Laboratory Management

This section enables administrators to manage the laboratories within the system as showen in the

figure below :

Labs Add Lab
Add New Lab
Lab Name
Unique ID
Only letters, numbers, underscores, and hyphens
Add Lab
NAME D ACTIONS
Default Lab LABOO1 Delete
LAB AUOT LAB-AUOT Delete

Figure 4.5: Laboratory Management With Features

e Lab Listing: Displays a list of all registered laboratories, including their names and unique

identifiers.
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e Add New Lab: Administrators can add new laboratories by providing a unique name and a
unique ID. The unique ID is crucial for the ESP32 units to identify the specific lab they are
installed in. Backend validation ensures the uniqueness and format of these IDs.

e Delete Labs: Administrators can delete laboratory records. Deleting a lab also removes all
associated access logs and revokes access permissions for that lab from all users, maintaining

database integrity. A confirmation prompt is used for this critical action.

Access Log Display:

The dashboard provides a real-time view of all access attempts, offering critical insights into system

activity :

Recent Access Logs
TIME USER LAB STATUS ACTION &
2025-05-17 18:46:54 OMAR Default Lab granted Delete
18:45:26 Unknown Default Lab denied - User not found Delete
Unknown Default Lab denied - User not found Delete
Unknown Default Lab denied - User not found Delete
OMAR Default Lab granted Delete
Unknown Default Lab denied - User not found Delete

OMAR Default Lab granted Delete

2025-05-17 153423 Unknown Default Lab denied - User not found Delete

OMAR Default 1 ab aranted Delete ¥

Figure 4.6: Access Log Control

e Detailed Log Entries: Displays a table of recent access logs, including the timestamp of the
attempt, the user involved (or "Unknown” if not identified), the laboratory name, the access

method used (e.g., keypad, fingerprint), and the status of the attempt (e.g., "granted”, ”denied”,

"denied (permission)”, "error”) [Figure 4.4

e Dynamic Updates (Polling): The logs are dynamically updated using a polling mecha-
nism. A JavaScript function in index23.html periodically fetches data from the backend’s
/api/data_status endpoint [cite: index23.html]. If changes are detected in the log, user, or lab
data (e.g., new log entries, user additions/deletions, lab changes), the page automatically reloads
to display the most current information [6]. This ensures that administrators always have an
up-to-date view of system activity without manual refreshing.

4.4.2 Login Page (login.html)

The Login Page provides a secure gateway for administrators to access the system’s administrative

functions [Figure 4.7.

e Secure Authentication: Administrators enter their username and password to gain access.

The backend handles authentication using Flask-Login [cite: app24.py, login.html].

e Remember Me Option: A "Remember me” checkbox allows administrators to maintain their

login session across browser sessions, enhancing convenience.

e Show Password Functionality: A JavaScript function is implemented to toggle the visibility
of the password input field, improving user experience and reducing input errors [cite: login.html].
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Admin Login

Username
Password

[] Show Password

[:] Remember me

m View as Visitor

©2025 ABBO Company. All rights reserved.

Figure 4.7: Admin Login Page

e Visitor View: A link is provided to allow users to view the dashboard as a visitor without
administrative privileges, offering a public view of the system’s status (e.g., logs, but without

management actions).

4.4.3 Flash Messages (index23.css)

The system incorporates a robust flash messaging system to provide immediate and contextual feedback
to the user on the frontend. These messages are rendered dynamically by Flask and styled using
dedicated CSS classes [cite: app24.py, index23.html, login.html, index23.css].

o Purpose: To inform administrators about the success or failure of their actions (e.g., "User
added successfully,” "Invalid username or password,” "Error deleting lab”), or to provide impor-

tant informational messages.

o Categorization: Messages are categorized (e.g., success, error, warning, info), allowing for
distinct visual styling (colors, borders) based on the message type, enhancing clarity and user

comprehension.

o Implementation: Flask’s flash() function is used in the backend to store messages, which are
then retrieved and displayed in the frontend using get_flashed_messages() within the HTML
templates. Custom CSS rules in index23.css define the appearance of each message category.
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4.5 Conclusion

In this chapter, we explored the software architecture of the intelligent access control system, empha-
sizing the synergy between the embedded ESP32 firmware and the centralized backend server. The
ESP32 was shown to manage real-time biometric and keypad-based authentication, while also ensuring
continuous communication with the server for logging and synchronization.

On the backend, the system—built with Flask and SQLAlchemy—provides a robust infrastruc-
ture for user management, permission control, and data persistence. The use of secure APIs, time
zone-aware logging, and error handling mechanisms ensures reliability and auditability. Together,
these software components form a scalable, secure, and remotely manageable system that meets the

operational and administrative needs of modern laboratory environments.
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General Conclusion

This project set out to address the pressing need for a modern, intelligent access control solution
tailored to laboratory environments within academic institutions, where security, traceability, and us-
ability are paramount. Beginning with a theoretical overview of Access Management Systems (AMS),
we highlighted the evolution from traditional mechanical solutions to smart systems empowered by
the Internet of Things (IoT), biometrics, and centralized data infrastructures. A deep dive into the
local context revealed operational limitations and underscored the motivation for an improved solu-
tion. Through a comprehensive analysis of human resources, financial constraints, and administrative
challenges, a clear problem statement was established, framing the need for a secure, flexible, and

scalable platform that could operate effectively in a dynamic and resource-sensitive environment.

The core of the work focused on the practical realization of this objective by combining embedded
hardware and server-side software. The ESP32 microcontroller was utilized as the autonomous agent
for biometric and keypad-based local verification, interfacing directly with relays, buzzers, and sensors.
In parallel, a robust backend was developed using Flask and SQLAlchemy to manage authentication
logic, user databases, access logs, and administrative interfaces. The system architecture emphasized
real-time decision-making, secure synchronization, and remote operability. Together, these compo-
nents created a cohesive, distributed access control platform capable of meeting both security and
administrative demands. The implementation demonstrates not only the feasibility of integrating low-
cost embedded systems with scalable web technologies but also the importance of thoughtful system
design that considers future extensibility, user convenience, and institutional needs. Ultimately, this
project lays the groundwork for deploying intelligent access systems in other secure environments and
opens the door for further enhancements such as mobile integration, Al-based analytics, and adaptive

security policies.
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