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The effectiveness of internal auditing in enhaﬁcing and integrating
cybersecurity programs in organizations—an analytical study.
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Abstract:

The study aims to highlight the strategic role that internal audit can play in protecting
information assets, achieving integration between cybersecurity and internal audit, and
focusing on the challenges that hinder the latter's effectiveness, such as a lack of
technical competencies, weak coordination between relevant entities, and the ever-
changing nature of cyber threats.

The study concluded that enhancing the role of internal audit in the cyberspace
requires developing auditors' skills, enhancing interdepartmental cooperation, and
adopting reference frameworks.

The study also proposed establishing specialized cyber audit units and leveraging
modern technologies such as data analytics and artificial intelligence. This integration
between internal audit and cybersecurity contributes to building a more secure digital
environment and supports organizations in facing increasing technical challenges with
efficiency and flexibility.
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6. National Institue of Standards and Technology (NIST), NIST special

publication 800-53 version 5 , security and privacy controls for information systems

and organizations , u.s , department of commerce ,p 5, 2020, retrieved from :
https://cscr.nist.gov/publications/detail/sp/800-53/rev-5/final.
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