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Abstract:

This study aims to analyze the role of digital transformation in
enhancing information security at Algerian universities, with a
focus on the University of Adrar as a case study. It highlights the
importance of electronic administration in improving efficiency
and reducing risks associated with paper-based transactions,
while emphasizing related security challenges - particularly social
engineering threats such as phishing and identity theft that exploit
human factors as the weakest link in security systems.

The study examines the requirements for successful digital
transformation, ranging from technical infrastructure to employee
training in security awareness.

Keywords: Digital transformation, Information security, social
engineering, electronic administration, Security awareness.
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