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Abstract:

The digital world is witnessing rapid and radical
transformations in the structure of the global economy,
where Big Data has emerged as one of the most critical
strategic assets and a primary driver of growth and
innovation across sectors. This data enhances market and
institutional efficiency, enables product development and
innovative services, and supports decision-making in
various economic domains. However, the expanding use of
data poses significant challenges and risks, most notably
the costs of social engineering—such as exploiting
security vulnerabilities or behavioral manipulation—which
undermine trust in digital systems and threaten the stability

of data-driven economies.

This research explores the role of Big Data in advancing
the digital economy while analyzing the hidden costs
associated with social engineering and its adverse effects
on institutions, markets, and economies. By examining
current realities, the study aims to provide insights and
a forward-looking perspective on addressing the challenges
posed by social engineering.

Keywords: Big data, social engineering, digital economy, cyber
attacks.
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® Guide to Data Security and Privacy, Guihttps://www.sailpoint.com/identity-library/data-security-privacyde

to Data Security and Privacy
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