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Abstract:

This paper explored the risks associated with social engineering,
one of the most significant emerging threats facing businesses,
individuals, and societies today, given the development of digital
media and artificial intelligence tools. This raises the need for
digital awareness as a safeguard focused on developing a sense of
cybersecurity among humans, who constitute the weakest link
targeted by social engineering attacks. It also highlights the
importance of ongoing training for individuals to ensure cyber
resilience, which enables business continuity despite the ever-
changing forms in which cyber attacks occur and are constantly
recurring.

Keywords: Social engineering threats, digital awareness,
cybersecurity, cyber resilience
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